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Abstract

Blockchain technology enables new kinds of decentralized systems. Thus, it has often been advocated
as a “disruptive” technology that could have the potentiality of reshaping political, economic, and
social relations, “solving” problems like corruption, power centralization, and distrust toward politi-
cal institutions. Blockchain has been gradually gaining attention beyond finance and is thus applied
by a range of different actors. This includes local, regional, and national governments interested in
the potentiality of experimenting with blockchain-supported governance. This article contributes to
identifying blockchain as a contested socio-political object prone to contradictory political imaginaries
regarding its potentialities, particularly when applied to policy. The article explores some of the most
praised of blockchain’s affordances (e.g., decentralization and transparency) in the context of Estonia,
one of the most cited examples of blockchain governmental applications. Estonia has received inter-
national attention as the alleged first national infrastructure integrating blockchain. However, so far,
few have asked: what kind of blockchain-based tools have been built by the Estonian government in
practice and why? And to what extent do blockchain-based governmental applications reflect the orig-
inal promises of disruption of the crypto-community? This article draws on a qualitative approach to
explore several blockchain-based socio-technical objects to identify the narratives that have emerged
in Estonia. The research shows clear contrasting views between stakeholders and technical experts
from inside and outside the institutional sphere. The conflict revolves around two different social imag-
inaries associated with permissioned vs. public blockchains. The paper concludes with an analysis of
the profound political implications of each vision.
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In October 2008, a whitepaper published under the pseudonym Satoshi Nakamoto described the func-
tioning of Bitcoin (Nakamoto, 2008): a cryptocurrency which, for the first time, operated exclusively
under a decentralized infrastructure. Over the next few years, Bitcoin attracted increasing media
attention and grew in popularity, in parallel with its economic value relative to standard currencies
such as the US dollar (Golumbia, 2016). Beyond the financial innovativeness of Bitcoin as a cryptocur-
rency, technological enthusiasts soon realized what was truly innovative about Bitcoin: the underlying
infrastructure known as a blockchain.
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Blockchain became known as a “disruptive” technology since it provides novel affordances to avoid
centralized data storage and execution of instructions, contrary to theWeb as it is currently. The concept
of a distributed ledger is advocated as a new kind of technology that ensures horizontal, safe, and
transparent transactions: blockchain makes a tamper-evident public ledger of transactions possible,
without the need for any central authority, and allows multiple actors in a network to record, verify, or
share data on a peer-to-peer basis (Pólvora et al., 2020).

In recent years, blockchain has gained growing attention from various actors (Hassan et al., 2020),
including governments and international organizations interested in the potentiality of experimenting
with blockchain-supported governance (Faqir-Rhazoui et al., 2021). At an institutional level, blockchain
potentials are envisioned to avoid power centralization problems on the Internet, tackle corruption, and
increase governmental transparency (Tapscott & Tapscott, 2016). However, these views clash with the
original “promises” of Bitcoin and blockchain, which arose from the crypto-anarchist community who
envisioned blockchain as a way to eliminate intermediaries and central actors (Filippi & Hassan, 2016).

The Estonian government was an early institutional adopter of the technology (Novak, 2019,
178), and it is usually presented as one of the most well-known actors in the experimentation with
blockchain-based technologies in the public sector (Alexopoulos et al., 2021). As part of the project
E-Estonia, the Estonian government decided to incorporate blockchain-based applications into their
digital infrastructures (Galen et al., 2018; Tan et al., 2020). Despite the novelty represented by Esto-
nian’s use of blockchain technologies at a governmental level, a lack of research analyzing how they
have been employed remains. By drawing on the case of Estonia, this article examines how blockchain
technology is being narrated within the public and institutional spheres and discusses the extent to
which governmental applications of blockchain could create “societal disruption” (Christensen, 2006).

Through this in-depth exploration of blockchain-based governmental projects, we reveal how the
discourse on blockchain technology exhibits a certain interpretative flexibility (Pinch & Bijker, 1984). We
identify a lack of universal agreement on essential concepts surrounding blockchains and their effects
on institutional contexts. This ambiguity results in blockchain becoming a source of multiple, and often
contradictory, socio-technical imaginaries (Jasanoff & Kim, 2015). Our results show how blockchain
becomes a contested issue both in its technical and conceptual dimensions, leaving room for broad
interpretations of the same technology, which entails a struggle for gaining hegemony in the public
discourse.

First, we examine work related to the myriad of blockchain interpretations and focus, subsequently,
on those regarding its affordances for blockchain-based governance. Secondly, we discuss our case
study and an overview of the blockchain narratives and political imaginaries surrounding it. We then
introduce the research methodology and data collection methods employed in the study. Finally, we
present and discuss our results, in which we analyze transparency and decentralization as affordances
prone to narrative clashes inside blockchain interpretations.

Blockchain: a myriad of perspectives
In simple terms, a blockchain can be understood as a permanent and distributed collection of data
that is visible and verifiable to everyone in the system. In the case of Bitcoin, the blockchain stores
transactions between individuals willing to engage in economic exchange. The process is supported by
a novel formof cryptography that ensures pseudo-anonymity and does not require the intermediation of
a central authority (Huckle &White, 2016; Nakamoto, 2008). In other words, the history of transactions
generated by using cryptocurrencies can be stored in a blockchain without the need to trust a third
party, such as a bank server. Over time, more generic blockchain-based platforms (Macdonald et al.,
2017) have emerged, fostering the use of blockchains beyond cryptocurrencies. For example, in the
context of medical and healthcare applications (Kuo et al., 2019).

From a technical perspective, blockchains can be conceptualized as ledgers that enable the imple-
mentation of novel properties at an infrastructural level in a fully decentralized manner. A ledger is
“a chain of cryptographically linked ‘blocks”’ (Hileman & Rauchs, 2017, 11). In this chain, each block
depends on the information stored in the previous block. Another key characteristic of blockchain,
related to this technical perspective, is its capacity for distributed computation. In a blockchain, com-
putation is executed collectively by all the nodes of the system. As a result, blockchains are resistant to
tampering (Atzori, 2015). In other words, if a node in the network tries to tamper a block with its own
version of the blockchain, the successive blocks’ hash functions will also change (Primavera & Loveluck,
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2016), and the block will be considered invalid. In blockchain terminology, this process is known as a
“proof-of-work”.

Blockchains are also conceptualized as open networks in which individuals are not required to know
each other prior to engaging in a transaction. On the basis of this conceptualization, some authors have
argued that blockchains can be understood as a type of peer-to-peer “trustless” technology (Atzori,
2015; Gerard, 2017; O’Dwyer, 2015; Tapscott & Tapscott, 2016). Thanks to the novelty of the crypto-
graphic primitives, the electronic transactions stored in the blockchains are automatically verified by
the nodes of the network they belong to. Therefore, the system does not require intervention from a
third party in order to execute the action. Antonopoulos (2014) argues the “trustless” characteristic of
blockchain systems poses “a shift from trusting people to trusting math”. A similar emphasis is placed,
for example, on Bitcoin’s whitepaper: describing proof-of-work as a mechanism that enables algorith-
mic auto-regulation (Nakamoto, 2008), leaving traditional forms of trust which rely on social confidence
obsolete.

Finally, blockchains have also been conceptualized as socio-technical objects which enable the
exploration of potential affordances to experiment with (e.g., Cila et al., 2020; Fritsch et al., 2021;
Rozas, Tenorio-Fornés, Díaz-Molina, et al., 2021; Rozas, Tenorio-Fornés, Hassan, et al., 2021). Draw-
ing on this conceptualization, Rozas, Tenorio-Fornés, Díaz-Molina, et al. (2021) identified six potential
affordances of blockchains. Firstly, tokenization (1): the use of blockchains to transform the rights to
perform an action on an asset into tokens. Secondly, self-enforcement and formalization of rules (2):
the capacity to embed organizational rules into smart contracts. Thirdly, autonomous automatization
(3): defining complex sets of smart contracts that allow multiple parties to interact with each other
without human interaction. Fourthly, an affordance to communalize the ownership and control of
the technological objects: decentralization of power on the infrastructure (4). Fifthly, the blockchain’s
capacity to increase transparency (5) by relying on its immutability properties. Finally, an affordance
for a partial codification of trust (6), which facilitates agreements between agents without requiring a
third party. This conceptualization of blockchains as socio-technical objects places the focus on the
need to experiment with the potentialities of blockchain beyond the finance sector and cryptocurren-
cies. This experimentation with blockchains in different social fields is indeed already happening and
rapidly expanding to diverse areas. According to a dossier compiled by the Stanford Business Center
for Innovation (Galend et al., 2018), blockchain applications today exist in different contexts beyond
finance. These include governance, philanthropy, digital identities, agriculture, and distributed energy
utility systems, to name but a few. For blockchain enthusiasts, the fields of applications of this tech-
nology are potentially unlimited since blockchain “would enable the disintermediation of any digital
transaction at a global level” (Atzori, 2015).

This article incorporates this myriad of conceptualizations of blockchains within the analysis of
blockchains applied to the public and institutional spheres. Next, we will focus on the specific debates
surrounding blockchain-based forms of governance to lay the groundwork for analyzing this connection
with the original crypto-anarchist promises of creating “societal disruption” (Christensen, 2006) within
this institutional context.

Blockchain-based governance and its narratives
The experimentation with blockchains to facilitate and scale up governance processes is increasingly
attracting the attention of diverse fields of social sciences (e.g., Cagigas et al., 2021; Risius & Spohrer,
2017). Within the emergent literature on blockchain-based governance, we can find a significant con-
trast between the two streams. On the one hand, a set of hegemonic discourses (e.g., Hayes, 2016;
Heuermann, 2015; Swan, 2015) inherently assumes that “anything that can be decentralized will be”
(Johnston, 2014). This stream is influenced by the values of crypto-communities and so-called crypto-
anarchist ideology (May, 1988): envisioning blockchain as an object to disrupt centralized forms of power
and avoid intermediaries. It also encompasses libertarian views that strive to create an emerging global
society without States and traditional institutions (Atzori, 2015; Golumbia, 2016).

On the other hand, we can find a critical stream that highlights the reductionist nature of the for-
mer (e.g., Atzori, 2015; Atzori & Ulieru, 2017). Within this stream, the counter-argument is that the
massive adoption of blockchain services—without public institutions to coordinate them—may create
new oligarchies and increase societal polarization (Primavera & Loveluck, 2016). This critical stream is
commonly built upon the reinforcement of the role of central authorities in governance. As a result,
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the potentialities of blockchain in this area are envisioned in ways that support the control required by
institutional forms of governance. For example, to providemore transparency to the central institutions
which operate in an institutional context (Nguyen, 2016) or more efficient mechanisms to control tax
fraud (Ainsworth & Shact, 2016). In this stream, blockchain has been advocated as a potential solution
to several issues from the datafied society (Schäfer & Van Es, 2017). These issues include: ensuring cit-
izens’ data ownership (Tapscott & Tapscott, 2016), the urge for privacy protection (Zyskind & Nathan,
2015), and demands to increase the degree of transparency of platforms (Catlow, 2017; Tapscott &
Tapscott, 2016). The increasing number of policy documents and reports discussing blockchain-based
governance published by several international policymakers, such as the European Union, the OECD,
the United Nations, and the World Bank, to name a few, illustrates the relevance of this debate. The
following excerpt, from a report by the World Economic Forum (2020, p. 4), provides an example of how
blockchain could address corruption problems:

“[..] blockchain provides the unique combination of permanent and tamper-evident record-keeping, transaction

transparency and auditability, automated functions with ‘smart contracts’, and the reduction of centralized author-

ity and information ownership within processes. These properties make blockchain a high potential emerging

technology to address corruption.”

At the end of 2018, it was estimated that more than 100 government-led blockchain projects were
being trialed in more than 40 countries (Jun, 2018). Experimentation with blockchain in policy revolves
around areas such as electronic voting systems, the management of land registers, recording and
sharing medical information, the creation of e-ID, and more recently, even blockchain cities (ibidem).
Overall, the power of blockchains for public interest resides in its advocated capacity to concurrently
offer transparency, trust, and privacy, all desirable elements from a governance perspective. As a result,
blockchain “in”, “for”, or even “against” government arises as an emerging field of study.

The concept of “blockchain” becomes in this sense a potentially powerful tool to be utilized in the
public imagination. We draw on this clash between these different streams and their imaginaries to
explore whether such experimental applications of blockchain at a governmental level are indeed ful-
filling the promises of “disruption” or instead reinforcing centralized practices. In this sense, it becomes
particularly relevant to delve into the imaginaries and the reasons for which governmental institu-
tions, such as those in Estonia, are increasingly interested in incorporating blockchains into their digital
infrastructure. Next, we provide an overview of this case.

The case of blockchain in Estonia
After restoring its independence in 1991, Estonia saw an enormous effort for modernization, which
mainly resulted in several digital reforms throughout the 1990s. On entering the post-Soviet era, the
country looked at the digital revolution as an essential source for attracting foreign investment and
building international relations.

Over time, this translated into numerous reforms in terms of innovation and a number of different
digitalization projects. In 2008, the Estonian government was announcing the birth of “E-Estonia”, an
ambitious project that aimed to digitalize all kinds of citizens’ activities concerning the government.
Although some research has outlined possible issues in terms of data privacy and social discrimina-
tion (Tammpuu & Masso, 2019) that may arise from the implementation of e-Estonia, the project is
often publicly celebrated as a technology-based information society that establishes the principles of
e-government (Kalvet, 2012a). This is due to the fact that almost all the public services in Estonia include
an e-service component nowadays. The best-known example is e-Residency, launched in 2014, which
consists of issuing a digital ID card that facilitates commercial activities within the Estonian public and
private sectors (Sullivan & Burger, 2017). Other examples include mobility services, access to health
and education records, and e-voting.1

Estonia is also claimed as one of the most advanced examples of a government using blockchain
technology for enhancing institutional services (Galen et al., 2018, 22; Alexopoulos et al., 2021). Follow-
ing the blockchain “hype” started in 2008, this contributed to fuel Estonia’s popularity in terms of digital
advancement.

1 See https://e-estonia.com, last accessed on 25 May 2020.
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Estonia is popularly claimed to use blockchain technology to secure e-voting (Jun, 2018) and to pro-
vide “the ability to 100% trust government data in any situation” (PWC, 2019, p. 7). This contributed
to increasing the debate on how blockchain’s potentialities regarding transparency and data owner-
ship, among others, can be claimed at the institutional level as key to fostering more participatory
approaches toward governance and returning the control of the data to the citizens. Through the
inclusion of blockchain technologies in its digital architecture, the Estonian government claims to
have fuelled these promises: by trusting the immutability and the decentralized nature of blockchain,
citizens can be sure their information remains safe and therefore trust the government.

However, questioning how and to what extent Estonia is making use of blockchain is essential.
Although E-Estonia is commonly referred to as the greatest example of a blockchain-based govern-
mental project, little research has explored in-depth theways inwhich blockchain is actually embedded
into the digital infrastructure with a critical lens. Providing a detailed technical analysis of the uses of
blockchain in Estonia is out of the scope of this article, yet by looking at the aforementioned applications
of blockchain at an institutional level, we identified the existence of conflictual narratives regarding the
Estonian use of blockchain inside the cryptocommunity. In other words, the case of Estonia becomes
a relevant case study to research the interpretative flexibility of blockchain. This leads us to discuss to
what extent institutional blockchains relate to the original blockchain promises of disruption and the
crypto-imaginary, and how blockchain narratives may serve, instead, to foster institutional narratives
that are beneficial for governmental political agendas.

To do so, first, it is necessary to briefly analyze the variety of political interpretations that sub-
tend blockchain implementation, already mentioned in Section 2. By doing so, it will be possible to
uncover a certain ambiguity revolving around the political significance of this “disruptive” technology
and highlight its consequences for the blockchain public debate.

Blockchain narratives
Since e-Estonia is claimed to be one of themost advanced examples of blockchain use at a governmental
level, its existence as a blockchain social application that goes beyond finance deserves further atten-
tion. The understanding of blockchain as a socio-technical object opens it indeed to several political
interpretations regarding the potential of its affordances when applied to the social sphere.

To simplify the extensive spectrum of blockchain’s political approaches, we are relying on Husain’s
research on blockchain imaginaries (2020). Although, as any other approach, it presents limitations con-
cerning a highly individualized myriad of perspectives on blockchain technologies (Semenzin, 2021).
Husain’s categorization is useful to understand how blockchain narratives can be shaped according
to different political agendas. In this sense, blockchain imaginaries can be clustered into two main
groups: crypto-anarchists and crypto-institutionalists (Husain, 2020). The former refers to projects and
initiatives that consider the disruptive potential of blockchain as a means to diminish the power of gov-
ernmental institutions (e.g., Atzori, 2015; Husain, 2020). In contrast, the latter denotes an interest in
government-led blockchain projects. In this sense, blockchain projects become polarized (Allen, 2017,
p. 4) between those who aim at creating alternative systems of governance (crypto-anarchists) and
those who aim at reinforcing existing institutional structures (crypto-institutionalists). This polariza-
tion leads to different narratives around blockchain, which compete for its hegemony in the discourse.
In this sense, blockchain should be considered first and foremost a narrative technology (Reijers &
Coeckelbergh, 2016) due to its capacity to shape people’s understanding of the social world.

A relevant example of the dispute can be observed in the architecture that underlies blockchain.
Although it is generally agreed that blockchain relies on a distributed architecture, there is a lack of
consensus concerning a commonly accepted definition of which technical characteristics constitute
a “real” blockchain. The conceptual distinction (Chowdhury et al., 2019, 167,932) between permis-
sionless (public) and permissioned (private) blockchains was initially made by Tapscott and Tapscott
(2016), arguing that both architectures can be considered blockchains. Permissionless blockchains can
be seen as open networks in which anyone can participate. Individuals are fully autonomous and can
act independently to send and receive information. In contrast, permissioned blockchains are closed
networks: the addition and modification of data require administration permissions. Furthermore, in
permissioned blockchains, it is possible to keep parts of the data transparent to some nodes while
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keeping the rest hidden. To exemplify this distinction: the most popular blockchains, such as Bit-
coin or Ethereum, are public blockchains, whereas Hyperledger is the best-known example of private
blockchains.

Nevertheless, since blockchain was originally described as a decentralized ledger technology, other
authors, such as Drescher (2017), argue that blockchains are exclusively related to open digital archi-
tectures since openness is a key characteristic to ensure the integrity of distributed systems. In this
sense, the nature of blockchain remains vague: experts are still debating the fundamental require-
ments that have to be met to be considered “a blockchain” (Valiente & Tschorsch, 2021). In this regard,
the case of Estonia becomes a valuable research object to observe such struggles for hegemony. Next,
we discuss the methodological approach employed to analyze how blockchain operates as a contested
socio-technical object in Estonia, exploring its significance through the lens of this conceptual debate.

Methodological approach and data collection methods
This study employed a multi-modal ethnographic approach to explore the socio-technical imaginar-
ies (Jasanoff & Kim, 2015) that underpin blockchain as a social and cultural object in its applications
beyond the financial sector. The data collection methods included participant observation, semistruc-
tured interviews, and documentary analysis. The first author collected and analyzed the data drawing
on an ethnographic content analysis approach (Altheide, 1987) supported by the Computer-Assisted
Qualitative Data Analysis Software NVivo 12.

Participant observation
The first author conducted participant observation throughout 1month (September 2019) in Tallin
(Estonia). She engaged in various online and offline activities, such as blockchain formal and informal
meetings mostly organized in coworking, academic, and institutional spaces (e.g., the e-Estonia Brief-
ing Center). She consistently created field notes. Participation was carried out to “follow the object”,
allowing the first author to access and understand the meanings of such a variety of individualized
imaginaries surrounding the blockchain.

Semistructured interviews
Seven interviews were conducted, aiding a deeper understanding of the socio-technical imaginaries
surrounding blockchain at an institutional level in the case of Estonia. Table A.1 provides an overview
of the characteristics of the interviewees, which include governmental actors, blockchain developers,
and well-known cryptographers. They were selected following a snowball sampling. It was concluded
that this was the most suitable approach since the context, particularly at the institutional level,
required the first author to gain access via personal recommendations to ensure the participation of
governmental actors.

Documentary analysis
Documentary analysis was carried out to review and evaluate documents to elicit the diverse meanings
surrounding blockchain as a contested socio-technical object. In total, 15 documents were analyzed
and coded. These include official documents provided by institutional Estonian informants, technical
whitepapers, and posts in Estonian blockchain-related blogs and Facebook groups.

Ethical considerations
The first author followed the ethical principles described by the “Università degli Studi di Milano”,2 as
well as the recommendations from the Association of Internet Researchers (Markham & Buchanan,
2012). To ensure the right to privacy, individuals were anonymized in field notes, and interviewees
signed consent forms that allowed for the use of all materials gathered.

E-Estonia’s technical contested objects
The available official documentation on e-Estonia (https://e-estonia.com) explains that it relies on three
distinct digital systems, so-called “three technological pillars of the digital state”: “e-ID”, “X-Road”, and
“KSI Blockchain”.

2 See https://www.unimi.it/it/ateneo/normative/codice-etico, last accessed on 25 May 2020.
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Figure 1. An overview of the functioning of X-Road as interoperability layer (PWC, 2019).

• “e-ID” refers to the electronic identity document, i.e., a Digital Identity service, which includes an
electronic ID-card-based system used to access digital services.

• “X-Road” refers to an open-source data exchange layer solution that enables interoperability
between institutional organizations (Kalvet, 2012b).

• “KSI Blockchain” allegedly refers to a timestamp system used for preserving the integrity of the
digital documents within multiple public registries (e.g., healthcare, property).

In this section, we will explore the debates around these technologies, and in particular their con-
sideration as blockchain-supported. The clashes of different narratives revolve around the contested
“X-Road” and “KSI Blockchain” systems.

According to governmental sources, X-Road is “a decentralized technological and organizational
environment enabling secure Internet-based data exchange between information systems. [..] [that]
allowed Estonia to become a truly digital society” (PWC, 2019, p. 5). X-Road serves to exchange infor-
mation between public institutions in a secure way and allows data to be automatically exchanged not
only internally, but also between countries. In this regard, a connection of this kind has been imple-
mented between Estonia and Finland (deploying its own X-Road) in 2017. Figure 1 shows an overview
of how such digital architecture works.

As mentioned above, another component of the Estonian digital infrastructure comprises the so-
called “KSI Blockchain” (KSI referring to Keyless Signature Infrastructure). Built by a company named
Guardtime, “KSI Blockchain” is employed by NATO and the U.S. Department of Defense and used to
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Figure 2. An overview of the functioning of the KSI blockchain (source: Guardtime). Extracted from https://lina.
network/how-has-estonia-applied-blockchain-technology-to-the-e-government-system/, last accessed on 24
January 2022.

“guarantee the integrity and security of registries, identities, transactions and data privacy of its users”
(Interview with an employee of Guardtime, informant 5).

The research informants pertaining to the governmental sphere blurred the distinctions between
the functionality of the X-Road and the KSI Blockchain. In their words, “the KSI blockchain can be seen
just as a part of the X-Road system that helps to back the integrity of data”. Thus, according to them, X-Road
includes the KSI Blockchain, and thus X-Road may be coined as a blockchain-supported system. This is
supported by some official documents, presentations andmedia articles (Heller, 2017). However, there is
still a lack of agreement aboutwhether X-Road is actually based on a blockchain: theNordic Institute for
Interoperability Solutions (NIIS), for example, published a series of articles that criticized this position,
arguing that X-Road does not rely on a blockchain or any distributed ledger for its operations (Kivimäki,
2018, 2021). This falls within this debate that we position our analysis: different interpretations of what
affordances do make a “real” blockchain will help to shed light on different political approaches to this
technology and its “disruptive” capabilities.

From our approach, it seems clear X-Road is independent of any distributed ledger operations,
including KSI Blockchain. Still, it seems the E-Estonia infrastructure does use this KSI Blockchain for
the timestamp of documents. Still, it immediately becomes clear that the country’s digital architecture
does not rely on a whole blockchain-based system. By discussing with a research participant from the
Guardtime, it was in fact possible to discover that the Estonian registries secured by the KSI blockchain
are limited to healthcare, property, business, and succession registries, as well as the digital court
system and the State Gazette.

Figure 2 shows how KSI Blockchain operates. In basic terms, from each document, a “hash” is
extracted, i.e., a unique sequence of codified characters that represent exactly that document. If the
document is ever changed, its hash would change, and thus if a document is tampered it would be
easily detected. The hash signatures are recorded in the “KSI Blockchain”, a sequence of those hashes.

Another debate opens, although: is this KSI Blockchain an actual blockchain? In the academic
literature referencing it, it is considered an example of blockchain or as a permissioned distributed
ledger technology (e.g., Agarwal et al., 2021; Calvaresi et al., 2018; Hemalatha et al., 2021; Kuperberg
et al., 2019; Nagasubramanian et al., 2020). When discussing the issue with Estonian informants, they
reflected this debate by presenting significant opposite visions regarding blockchain use in Estonia.
Some informants belonging to the crypto-anarchist sphere believed that the Estonian government was
simply “using the hype of blockchain” and argued that E-Estonia should not be conceptualized as sup-
ported by blockchains (Kivimäki, 2018, 2021). An excerpt of an interview with a cryptographer from
Tallinn explains this position:

“Almost nothing has been done in Estoniawith blockchain. Yes, there are protected logs and there is a data structure,

but it’s not blockchain in terms of cryptocurrencies. It’s not the blockchain that common people say it is a blockchain

(sic)”. (Informant 1)

D
ow

nloaded from
 https://academ

ic.oup.com
/policyandsociety/advance-article/doi/10.1093/polsoc/puac014/6566828 by guest on 19 April 2022

https://lina.network/how-has-estonia-applied-blockchain-technology-to-the-e-government-system/
https://lina.network/how-has-estonia-applied-blockchain-technology-to-the-e-government-system/


Policy and Society 9

However, this position was definitely not shared among the crypto-institutionalist realm. On the
contrary, informants from this sphere insisted on the idea that Estonia was an example to the World
on how blockchain can serve the socio-political dimension. In the words of a relevant member of the
Ministry of Economic Affairs and Communications: “whatever has been done in Estonia with blockchain is a
sort of telling everybody that’s not just hype” (Informant 3).

Interestingly, participants from the institutional sphere even claimed that Estonia was using
blockchain long before Bitcoin appeared in 2008. These participants indeed agreed that the Estonian
government was making use of blockchain and, furthermore, they argued that blockchain had actu-
ally been invented in Estonia. The argument was built upon the long tradition of cryptography in the
country, which includes contributions such as the synchronization mechanisms employed to replicate
databases in P2P networks. The following excerpt, from an interview of the aforementioned interviewee,
illustrates this idea:

“We started to use blockchain before blockchain was introduced to the World by Satoshi Nakamoto’s whitepaper.

We just called it differently. We later knew we were doing that blockchain cool thing. I’m referring to the massive

and scalable data integrity proof. This is how Estonia became the first blockchain power. We started to test this

technology in 2008 and it went to production in 2012. We built an infrastructure platform”. (Informant 3)

This disagreement by the informants on whether the Estonian government does indeed use
blockchain technologies led us to question what affordances would then constitute a “real” blockchain.
Next, we explore this blockchain dispute in greater depth, exploring a key affordance: decentralization.

Decentralizing what? When blockchain’s perspectives clash
Most literature regarding blockchain highlights that its main characteristic is that it relies on a dis-
tributed ledger, connecting it with the notion of decentralization. As a result, there is an emerging
interest in exploring distributed ledger technologies as an alternative to the growing platformization
of social interactions supported by centralized infrastructure (Srnicek, 2016). However, as argued by
Vergne (2020, p. 2) decentralization has also become “a corporate cool factor associated with innova-
tiveness or nimbleness; in this sense, it remains unclear what decentralization really entails as a design
feature of organizations”.

What does “decentralization” mean in the context of the use of blockchain-based technologies for
the institutions of Estonia? Most informants explained that the blockchain systems employed at a
governmental level in Estonia rely on private permissioned blockchains, which were developed by a
commercial company. In this sense, Estonia makes use of a “closed” blockchain which reflects a cen-
tralized approach to the distributed ledger technology. According to the governmental informants, the
choice of a private blockchain is mainly due to the possibility of “controlling” the flux of data. For
example, Informant 20 explained:

“We don’t use a public blockchain, because we still control who are those that send us data. We rely on a centralized,

controlled system, also called a private, permissioned blockchain” (Informant 4)

Other motivations often presented for using a private blockchain were that it is faster, safer, and
more efficient since the network is managed by a handful of “trusted nodes that help the chain to
remain unbiased” (informant 4). The sense of this position was better explained by an interviewee from
the e-Estonia briefing Center, an official organism dedicated to the presentation of the e-Estonia project:

“Well, yes, decentralization of blockchain, of information on the blockchain is probably an advantage. It’s just a

question of how to govern it, right? I mean, if decentralization means in the end, you don‘t know where your data

is anymore, then you have a problem, particularly if you’re talking about the administration, right? So in that

sense, why build a system where data sets themselves are distributed when you can just create an infrastructure

where the holders of data store data on their premises and, if necessary, share this data with another agency that

actually needs this data, right?” (Informant 4)

These perspectives strongly clash with those from the crypto-anarchists, for whom blockchains are
“unbiased” thanks precisely to the transparency provided by the openness of the ledgers (informant 2).
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Furthermore, some interviewees deny the consideration of blockchain in the applications built by the
Estonian government, a positionwhichwas also sustained by the alreadymentioned NIIS, which argued
that since X-Road ecosystem is built around a centralized governance model managed by the X-Road
operator, it cannot be considered a blockchain (Kivimäki, 2018). In this context, an informant who
defined himself as a convinced “anarcho-capitalist”, strongly criticized the “appropriation” of the word
“blockchain” by the Estonian government:

“In Estonia there is no blockchain. X-Road is a scam. They are lying, I tell you! They started lying saying ‘we

have the blockchain, we are fully on the blockchain’, which is non-sense. When they saw the power of blockchain

technology, they thought ‘we have to cook up some story and do some propaganda articles saying that we are

already on the blockchain” (Informant 2)

These differences in what a blockchain is are also tied to opposite political purposes and the per-
ception of decentralization. Crypto-anarchist and libertarian blockchainers perceive decentralization
as a means to restore the Internet to a free-flowing and open market of ideas and information. Thus,
their narratives envision blockchain as a solution to social problems (Dodd, 2018; Karlstrøm, 2014).
These social problems usually concern the existence of “repressive” governmental and financial actors
that maintain power and control on citizens, limiting their freedom of action, as the same informant
continued:

“You know, this Estonian X-Road system they are very proud about? It’s very dangerous. It’s very insecure! As

long as the government likes you, it’s cool. But if they don’t like you anymore, they can partially switch you off. If

you live in a country like Estonia and they push you out, you can literally go hunting in the forest. You can’t do

nothing (sic). Have you read the Republic of Plato? It’s about how every nation gets corrupted. Now they are still

being nice, but once you understand Estonia better you will understand that’s just not true and that they just want

to adopt a social credit system.” (Informant 2)

According to libertarian positions, talking about a “private blockchain” is nonsense because it may
entail using ledgers and encryption. Still, private blockchains do not equate to thewhole structure of the
blockchain. Interestingly, not only libertarians criticized the institutional appropriation of the definition
of blockchain, but even a couple of informants from the Estonian project disagreed, as exemplified by
the words of an interviewee at the head of the Estonia e-Health project:

“We don’t call it a blockchain, we call it a hash-chain. Because blockchain in its nature has no central controlled

environment; but in Estonia there is always a responsible body which stores these hashes or timestamps. And in

the healthcare context and E-government context, this is important”. (Informant 6)

The lack of a definitional agreement on private and public blockchains is relevant as it shows how
political projects influence how this technology is explained and used. Institutional projects such as
e-Estonia have nothing to do with the “real” blockchain to some actors. This has resulted in a clash
of opposite political views and conflicting understandings of the meaning of decentralization. What
arises from this clash of views is that, for some institutional and private actors, the blockchain should
be permissioned because it enhances efficiency and speed. In contrast, those from more libertarian
views argue that it is impossible to separate the essence of blockchain from a completely distributed
and open architecture.

Overall, as the informant from the e-Health project stated, it perhaps seems that blockchain is
indeed being used to re-centralize power in Estonia, rather than for decentralization:

“We are just using the blockchain data structures to inform— to make the existing institutions stronger”.

(Informant 6)

This in-depth evaluation of how Estonian actors define the use of blockchain reveals how decen-
tralization operates as a rhetorical strategy (Schneider, 2019). Concepts, such as blockchain and
decentralization, change according to different political agendas. In other words, the lack of solid defi-
nitions leads to fluctuations in the concepts between different—sometimes radically opposite—visions
of the world.
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Can blockchain help strengthen traditional institutions rather than “debilitate” them, as originally
envisioned? To tackle this issue, we will now further explore the reasons why blockchain is being
implemented in Estonia.

Conceptualizing transparency at an institutional level
The lack of a universal agreement on how a blockchain should be designed also entails an important
debate on the purposes for using blockchain and their relation to the concepts of privacy and data
ownership.

Abundant literature discusses blockchain as a means to increase citizens’ privacy (Tapscott & Tap-
scott, 2016; Zyskind&Nathan, 2015), arguing that the use of encryption is key to increasing participants’
privacy. Privacy on the Internet is typically conceptualized as a right to maintain a private space that is
free from external interference (Nissenbaum, 2009). Privacy, in this sense, is often tied to the discussion
on the accumulation of power on the Internet, i.e., surveillance capitalism (Zuboff, 2015), as well as the
debate on citizens’ data ownership.

The lack of a universal agreement on how a blockchain should be designed also leads to an impor-
tant debate on the purposes for using blockchain and their relation to the concepts of privacy and data
ownership. We identified a similar lack of agreement on which kind of privacy would be enhanced by
blockchain. As in the previous case, the issue originates from the permissioned vs. public blockchain
debate. While blockchain literature seems to tie this concept to the idea of encryption and anonymity,
supporters of public blockchains place more attention on the concepts of transparency and peer vali-
dation. Transparency, in this sense, clashes with the classical concept of privacy because, on a public
blockchain, everybody can see others’ transactions. To clarify this, an informant from Tallinn with
a long history of building encrypted systems explained how blockchain technologies could not be
considered a tool for privacy:

“I don’t see any common point between privacy and blockchain. It’s completely the opposite. Blockchain makes

things (data) public, not private. I think that those who talk about privacy and blockchain don’t know what it is

at all about.” (Informant 1)

In the crypto-community, particularly for crypto-institutionalists, transparency offers an affordance
to increase trust toward governmental institutions, as discussed in Section 3. In the case of Estonia,
however, an institutional research participant considered that this affordance remained “somehow
invisible to citizens”, as blockchain was not used to protect their data “from” the government. On the
contrary, it is instead the “system administrators” in control of their data who benefit from it, as the
following extract of the interview illustrates:

(Interviewer) “So why do you think the blockchain is useful for citizens in Estonia?”
(Informant 4) “Well I think the citizen doesn’t really know anything about it, and it doesn’t make a big difference

for the citizens, whether it’s blockchain or whether it’s some other technology. In general, I would say the benefit
in the end is actually for the administrators of the systems They can understand whether somebody unauthorized
has actually gotten access to data. Right? Because they can pretty much track every change to data with the help
of this technology. So you can just prove afterwards that somebody changed—something happened to the data.”

The use of a permissioned blockchain exploits the concept of “transparency” in terms of controlling
the chain history by those having the appropriate permissions, rather than employing blockchains as a
means to increase governmental transparency. This governmental interpretation of transparency has
its roots in the history of Estonia’s sociopolitical context. The use of blockchain in Estonia is mainly
related to the need for cybersecurity. Most participants highlighted how the transition toward a dig-
ital society implied a higher degree of exposure to cyberattacks. Notably, they frequently mentioned
Estonia’s complex relationship with Russia. After receiving a massive cyberattack in 2007, cybersecu-
rity became a central issue and led to implementing blockchain at an architectural level. The excerpt
below, from an interview with an informant from the e-Estonia Briefing Center, illustrates these views:

“The only reason whywe’re using KSI Blockchain today is that we needed to find a way, in the aftermath of the cyber

attacks in 2007, of how to impenetrability prove (sic) that somebody has actually taken access and changed data,

so that you, afterwards—so that your system administrators could actually take action. This is often the problem

D
ow

nloaded from
 https://academ

ic.oup.com
/policyandsociety/advance-article/doi/10.1093/polsoc/puac014/6566828 by guest on 19 April 2022



12 S. Semenzin et al.

with cyber attacks, etcetera, that the attackers are in the system for way too long before they are discovered. So

with this kind of technology where changes to data are being recorded, with the help of these hashes, you can react

much faster and take action. So the only reason back then was that we needed a tool that would allow us to make

conclusions about whether an access was authorized or not. And then the tool was found. It was not like the tool

was there before. And then we try to find out how to use the tool, right? So it’s actually the organizational need

that triggered the use of this technology.” (Informant 3)

In sum, the use of blockchain in Estonia is mainly driven by political priorities concerning the
necessity for building resilient infrastructures that could avoid further external intrusions. This appli-
cation results in a downplaying of the relevance of citizens’ privacy in terms of mass surveillance
and commercial use of personal data. In this sense, the promises of increasing governmental trust
through blockchain reside primarily in the institutional capacity to defend citizens’ data against for-
eign attacks and maintain the digital architecture intact. Despite the initial promises, blockchain does
not address any major societal issue like institutional trust or corruption. Instead, in the case of E-
Estonia, blockchain has become a vague and contested object, which centralized institutions employ
to maintain control of digital data.

Discussion and concluding remarks
This article contributes to the literature on blockchain and governance by identifying blockchain as
a contested socio-political object prone to contradictory political imaginaries regarding its potential-
ities. As we have seen, at an institutional level, the most praised of blockchain’s affordances (e.g.,
decentralization and transparency) become disputed, floating concepts.

Based on the affordances (Atzori, 2015; Gerard, 2017; O’Dwyer, 2015; Rozas, Tenorio-Fornés, Díaz-
Molina, et al., 2021; Rozas, Tenorio-Fornés, Hassan, et al., 2021; Tapscott & Tapscott, 2016) mentioned
above, blockchain is often discussed as a ‘disruptive’ technology that could reshape several political,
economic, and social relations in the digital sphere. For this reason, blockchain has attracted attention
frompolitical institutions, which are interested in the use of distributed architectures to enhance ‘bigger
trust’ toward governments and politicians. It is argued that the decentralized and transparent nature of
blockchain facilitates citizens’ control over governmental activities and provides solutions to problems
of data misuse and corruption. Nevertheless, the crypto-anarchist origins of blockchain, more focused
on disintermediation and the disappearance of traditional institutions, have also led to the emergence
of a debate concerning blockchain’s key concepts and their connection with these notions of ‘disrup-
tion’ and ‘trust’. All of these differing political interpretations originate from ideological clashes, which
should not be ignored. In this sense, the case of Estonia explored in this article reveals an essential
difference in the appropriation of narratives surrounding blockchain’s affordances.

Since blockchain’s technical dimensions are contested, the narrative surrounding the technology
reveals contrasting discourses originating from the distinction between open and closed blockchains.
On the one hand, crypto-anarchists (Husain, 2020), the pioneers of blockchain and cryptocurrencies,
believe that a distributed ledger can be a blockchain exclusively if it is global and open. According to
these views, only open and decentralized architectures reflect the fundamental nature of the technol-
ogy and thus can be considered ‘real’ blockchains. On the other hand, crypto-institutionalists (Husain,
2020) see closed blockchains as tools to build more resilient digital architectures that can help gov-
ernments exert more control over their informational data fluxes. According to them, permissioned
blockchains are more effective and safer while maintaining decentralized ledgers. The case of Estonia
provides empirical evidence of this lack of agreement regarding blockchain definitions. We identified
significantly opposite understandings of fundamental concepts such as decentralization, transparency,
and trust. Overall, this led some blockchain enthusiasts to argue that Estonia does not indeed use
blockchain and that, on the contrary, blockchain appropriation is part of creating governmental pro-
paganda for gaining worldwide visibility. In fact, although according to different sources decentralized
technologies in Estonia were deployed for security and administrative reasons in the first place, the nar-
rative around blockchain andDLTs seem to have been later adopted to ride thewave of the ‘hype’. In this
sense, the distinction between crypto-anarchist and crypto-institutionalists we drew on (Husain, 2020)
is a useful lens to understand the hegemonic aspirations that underlie blockchain implementations.
Through this lens, we show how in the institutional context of this case study blockchain is, above all,
a powerful concept to be exploited in the public imagination according to different political agendas.
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Moreover, the data collected for this study reveal how blockchain applications at a governmental
level have been employed to reinforce already existing centralized practices. Thus, at least in the case
of Estonia, blockchain technologies applied at the public and institutional level appear to be detached
from the promise of societal disruption, yet still exploit blockchain’s “rhetoric of empowering the dis-
enfranchised through decentralized decision-making process, enabling anonymous of transactions,
dehumanizing trust” (Gikay & Stanescu, 2019). In Estonia, the concept of transparency is employed
as a synonym of data privacy, in which the governmental trust would arise from warranting cybersecu-
rity and control over data. Additionally, the concept of decentralization remains in the background to
provide an illusion of disruption. These conceptualizations clash with the original promises of crypto-
anarchist blockchain enthusiasts and provide an ambiguous picture of the meaning of blockchain in
governance. Further research could investigate similar clashes within the aforementioned narratives
in other uses of blockchain at an institutional level.

In conclusion, due to the lack of universal definitions of what constitutes a blockchain, differ-
ent technological narratives are emerging surrounding a concept that offers influential areas for its
exploitation in the public imaginaries, according to different political agendas. What is ultimately at
stake within this struggle is who obtains the power to define what is deemed a “real” blockchain and
hegemonize the concept to serve their purposes.

Supplementary material
Supplementary material is available online at Policy and Society (http://mtp.oxfordjournals.org/).
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